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Proofpoint training
3 days (21 hours)

Presentation

The "Proofpoint Certified Administrator - Email and Information Protection" course covers the
protection tools available in the Proofpoint Protection Server (PPS) suite, including our new
Targeted Attack Protection (TAP) module, as wellasth e Regulatory Compliance,
Encryption and Digital Assets data leakage tools. It also includes topics such a s master-agent
architecture, installation and deployment, filtering and rule creation.

Objectives

e How to protect yourself with the help of proofpoint

Target audience

System administrator, network manager and managers responsible for day-to-day management of
Proofpoint Protection Server (PPS)

Prerequisites

Successful web accreditation: Proofpoint Accredited Administrator-Email Protection (PAA)

ProofPoint training program

¢ Architecture Email

e Deployment of the PPS
e Initial configuration

¢ Policy Routes

e Creating rules

e End-user management
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e End-user services

o E-mail authentication

e The Email-Firewall module

e The Antivirus module

e The SPAM detection module

e End-user services

e E-mail authentication

e The TAP (Targeted Attack Protection) module
o E-mail encryption

e DLP e-mail (Regulatory Compliance)

e Integration of email firewall rules

« Digital Loss Prevention (DLP)

e The Digital Assets module

e The Secure Share module

e The Data Discover module (content control)

Companies concerned

This course is aimed at both individuals and companies, large or small, wishing to train their
teams in a new advanced computer technology, or to acquire specific business knowledge or
modern methods.

Teaching methods

Practical course: 60% Practical, 40% Theory. Training material distributed in digital format to all
participants.

Organization

The course alternates theoretical input from the trainer, supported by examples, with
brainstorming sessions and group work.

Validation
At the end of the session, a multiple-choice questionnaire verifies the correct acquisition of skills.

Sanction
A certificate will be issued to each trainee who completes the course.
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