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Netskope training: Protecting your data in the cloud
2 days (14 hours)

Presentation
The Netskope training course will introduce you to this cloud-based SaaS security platform. It 
will teach you how to complete your digital transformation so that you can take full advantage of 
your cloud and web applications in complete security. During your training, you'll learn about 
Netskope's various modules, from Data Loss Prevention to Cloud Access Security Broker and 
Cloud Threat Protection. You'll also learn how to configure Netskope to protect and access 
your data. You'll learn how Netskope works, what's at stake when it comes to data security in 
the cloud, and how to use it to protect yourself against data loss. This tool is made for your 
business, and with our training you'll be able to secure your users, integrate and analyze data. 
As with all our training courses, this Netskope course will feature the latest resources.

Objectives

● Use Netskope to secure network connections for applications and cloud services
● Learn and understand the Netskope security architecture
● Understand the value and basic functionality of advanced configurations

Target audience

● System administrators
● Cloud engineers
● IT security engineers

Prerequisites
Basic knowledge of corporate security.

Netskope training program

https://www.ambient-it.net/formation/netskope/
mailto:formation@ambient-it.net
https://www.ibm.com/fr-fr/topics/cloud-security
https://docs.netskope.com/en/netskope-release-notes.html


Introduction

● Introducing Netskope
● Netskope in the corporate environment
● Key features
● Understanding the challenges of data security in the cloud
● Solution modules

● Data Loss Prevention
● Cloud Access Security Broker
● Cloud Threat Protection

Netskope configuration

● Configuring Netskope to protect data
● Configuring security rules and policies
● Setting up threat detection
● Configuring authentication and data access

Use

● Using DLP (Data Loss Prevention)
● Using CASB (Cloud Access Security Broker)
● Using Cloud Threat Protection (CTP)
● [PRACTICE] Setting up the solution on a demonstration infrastructure

Administration

● User and role management
● Update and version management
● Backup
● Restore configuration

Data integration and analysis

● The various safety tools
● Management

● Identities
● Access
● Threats
● Users
● Roles



● Integration
● Reporting tools
● Monitoring

● Data and alert analysis
● The risks
● The threats

● Using alerts to identify incidents and risks
● Incident investigation

Companies concerned
This course is aimed at both individuals and companies, large or small, wishing to train their 
teams in a new advanced computer technology, or to acquire specific business knowledge or 
modern methods.

Teaching methods
Practical course: 60% Practical, 40% Theory. Training material distributed in digital format to all 
participants.

Organization
The course alternates theoretical input from the trainer, supported by examples, with 
brainstorming sessions and group work.

Validation
At the end of the session, a multiple-choice questionnaire verifies the correct acquisition of 
skills.

Sanction
A certificate will be issued to each trainee who completes the course.
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